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Photographs and Photography Policy

. Introduction
Photography in schools is subject to the Data Protection Act 2018 regarding the rights of
individuals to have information of a personal nature treated appropriately and the Human
Rights Act 1998, and other legal and regulatory requirements as applicable. protecting the
privacy of individuals and families. As well as these statutory rights, restrictions on
photography arise from issues of Safeguarding and Copyright in performances.

Durham Cathedral Schools Foundation (DCSF) recognises that it is difficult to balance the
benefits of having photographic records of the wide variety of events that take place day
to day in a school environment, whilst also appropriately protecting the individuals
associated with the school.

Extra care must be taken when considering the role of photography with EYFS pupils in
the school.

Il. Definitions
The term ‘Photography’ and ‘images’ includes photographic prints, streaming media and
transparencies, video, film and digital imaging, created using devices such as cameras,
video cameras, phones or tablets, drones etc.

In this policy, the term ‘school’ means is DCSF, Chorister School and Durham School.

‘In School’ is whenever and wherever pupils and staff are the responsibility of or
representing the School.

‘Parent’ means anyone with parental rights and responsibilities in relation to a pupil, or
EYFS pupil including Guardians, Carers and school House staff (if nominated to do so by
the Parent/ Guardian/ Carer).

. Aims
The policy aims to:

e Provide information to pupils and their parents, carers or guardians (referred to in
this policy as ‘parents’) about how images of pupils are normally used by the
School. It also covers the Trust's approach to the use of cameras and filming
equipment on school premises by the school(s), parents, pupils and the media.

e Facilitate photography for the business purpose of the school

e Facilitate photography for educational and record keeping purposes, including the
EYFS Profile.

e Respect the rights of the individual



e Safeguard individuals

IV. Policy Statements

o DCSEF relies on the grounds of legitimate interest to process photo permission. If
parents would prefer photographs not to be used, they should contact
GDPR@dcsf.org.uk.

e Publicity photography is essential in publicising the success of the pupils and the
school and in promoting educational initiatives. From time to time members of the
press and media are invited into school to cover events celebrating success.

o The views of parents who, for any reason, do not wish their children to appear in
such photographs will be respected at all times as with the views of the senior
pupils. (see Appendix a - Media Permission Form — Microsoft online form).

e DCSF will judge each situation regarding photographs and video images portraying
pupils on a case by case basis. Background pupil presence checks for all images,
blurred out or cropped where necessary. If still unsure image will not be used.

e [fforany reason you choose to not allow images of your child to be used the School
will continue to process images of your child that are either necessary for
administration of the School, or where the School requires it and is otherwise
lawfully entitled to do so. It may not be possible to change publications, such as
the school magazine or prospectus, or third party publications (for example where
we have placed an advert or provided an image to a newspaper).

e The School will use reasonable judgement when using images for the progression
of the School and its pupils whilst always respecting the wishes of the individual
and their parents.

e The School commits in this policy to observing the principles of the Equality Act
2010 and does not discriminate on any grounds.

V. Procedure - Use of Digital and Video Images
The development of digital imaging technologies has created significant benefits to
learning, allowing staff and pupils instant use of images that they have recorded
themselves or downloaded from the internet. However, staff and pupils need to be aware
of the risks associated with sharing images and with posting digital images on the internet.
Those images may remain available on the internet forever and may cause harm or
embarrassment to individuals in the short or longer term.

e When using digital images, staff should inform and educate pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In
particular, they should recognise the risks attached to publishing their own images
on the internet e.g. on social networking sites.

e Staff are allowed to take digital/video images, to support educational aims and for
the schools digital channels, but must follow school policies concerning the
sharing, distribution and publication of those images; the Staff IT Acceptable
Terms and Conditions.



VL.

Care should be taken when taking digital / video images that pupils are
appropriately dressed and are not participating in activities that might bring the
individuals or the school into disrepute.

Pupils must not take, use, share, publish or distribute images of others without their
permission.

Photographs published on the website, or elsewhere that include pupils will be
selected carefully and will comply with good practice guidance on the use of such
images. Background pupil presence checks for all images, blurred out or cropped
where necessary. If still unsure image will not be used. A secondary (‘buddy’) check
will taken with photos before use.

Pupils’ full names will not be used directly on a website or blog, particularly in
association with photographs.

Cameras, mobile phones and use of videos is prohibited in any toilet or changing
areas, nor should photography or filming equipment be used by pupils covertly or
otherwise in a manner that may offend or cause upset.

Procedure - Photography by School Staff

School staff can be involved in the photography of pupils and staff for the following main
purposes:

Pupil administration.

Curriculum or course work.

EYFS Profile record keeping and evidence gathering.
Corporate and community activities.

Photos recording life at DCSF for social media

The School, with permission where required, use images of pupils to keep its school
community updated on its activities, and for marketing and promotional purposes,
including:

School publications (e.g. prospectus, information booklets, newsletters and
magazines)

School marketing e.g. in advertisements, on leaflets, flyers, posters, videos (which
may include digital advertising such as google display advertising and 3rd party
websites e.g. independent school parent).

on the school websites;

on various social networking and or photograph/video sharing platforms (e.g.
Facebook, Twitter, Instagram, LinkedIn, YouTube); and in press releases, editorial
features and for the school’s own journalistic purposes in hard copy and/or digital.
The source of these images will predominantly be school staff (who are subject to
policies and rules on how and when to take such images), or an external
professional photographer used for marketing and promotional purposes, or
occasionally pupils themselves. The images will be stored securely.

The following advice represents good practice in the use of photographic images involving

pupils.

When taking a picture, The School must have obtained the permission of the
person in the picture (for pupils over the age of 16) or their parent or carer for all
other pupils including EYFS pupils. (Data Protection Act 1998)



VI.

Ensure that the commitment made in the permission form (appendix a) is followed:
a. Not to name the pupil

b. Not to use the photograph out of context

c. Not to use the photograph to illustrate sensitive or negative issues

When photographing pupils:

a. Check parents/carers/pupils over 16 have permitted the Permission Form
(appendix 1). Staff should note that a list of pupils without Media Permission will be
kept centrally and stored in the school's MIS. It is each member of staff's
responsibility to check this list if they intend to use any images of pupils.

b. Ensure all pupils are appropriately dressed.

When taking photographs or video footage of pupils engaged in activities such as
sports and swimming, staff should ensure that pupils’ torsos and upper legs are
covered. It is acceptable for photographs to be taken of pupils in the swimming
pool, provided that their shoulders are below the water.

When taking photographs of pupils in the boarding setting, due care and attention
should be given to the privacy and dignity of pupils, their boarding rooms, and their
belongings. Staff taking photographs for school purposes in this context should
ensure that personal items, such as family photographs, are removed from the
background before taking photographs.

If in any doubt about the suitability or appropriateness of any photograph or
footage, staff should consult the Designated Safeguarding Lead before publishing.
c. Avoid photographs that only show a single child with no surrounding context of
what they are learning or doing. A photograph for identification purposes may
endure for several years but should not be retained when replaced or expired.

d. Do not use/take images of pupils who have not given permission.

e. Use photographs that represent the diversity of the pupils participating.

f. Events may be recorded by video and photographs by staff and parent/carers.
School Productions/Plays may be photographed professionally, and parents will be
requested not to take videos/photographs for play copyright reasons.

g. Report any concerns relating to any inappropriate or intrusive photography to
the Principal.

h. Do not use any images that are likely to cause distress, upset or embarrassment.
i. Photographs must be of a suitable quality.

When staff use their own equipment for recording images of children, the image
should be stored following the Staff IT Terms and Conditions of Use. Photos and
films must be deleted from the personal device straight after being stored as
stated in the Staff IT Terms and Conditions of Use.

Photographs taken by staff on school visits may be used in the curriculum and
displayed within the school or at parents’ evenings to illustrate the work of the
school.

Copyright and use of photographs are carefully controlled by and retained safely
by the school. Photographs taken professionally are circulated to parents, by way
of a secure, password protected website.



VIl.  Digital photographs are stored securely with permission granted to only those who
have an agreed need. Photographs are stored in labelled files and annotated with
the date. Identification is by Cohort only and no names are associated with the
images.

VIIl.  Designated staff will regularly review stored images and delete unwanted material.

7. Procedure - Photographs by Other Authorised Agencies
The involvement of other agencies can only be authorised by the Principal or in his
absence the designated duty manager or SMT.

Examples of other agencies are:
e Reputable commercial photographers, commissioned by the Principal. The law
allows them to retain the copyright of the photographs.
e The press and other media. Copyright rests with the photographer.
e Agents - for the purpose of recruitment.

Photographs held by the school must be annotated with the date on which they were
taken and stored securely. They should not be used other than for their original purpose,
unless permission is obtained.

The purpose of the pictures must be explained to the parents or the pupils themselves
and written permission (through the Media Permission Form) must be sought. Pupils must
not be photographed for these purposes under any circumstances unless written
permission has been obtained.

Everyone should be made aware that, when class or group photographs are taken by a
commercial agency, the photographer retains the copyright.

8. Procedure - Parent Photography

e Parents, guardians or close family members (hereafter, parents) are welcome to
take photographs of (and where appropriate, film) their own children taking part in
school events, subject to the following guidelines, which the school expects all
parents to follow:

e When an event is held indoors, such as a play or a concert, parents should be
mindful of the need to use their cameras and filming devices with consideration
and courtesy for cast members or performers on stage and the comfort of
others. Flash photography can disturb others in the audience, or even cause
distress for those with medical conditions; the school therefore asks that it is
not used at indoor events.

o Parents are asked not to take photographs of other pupils, except incidentally
as part of a group shot, without the prior agreement of that pupil's parents.



e Parents are reminded that such images are for personal use only. Images that
may, expressly or not, identify other pupils should not be made accessible to
others via the internet (for example on Facebook), or published in any other
way.

e Parents are reminded that copyright issues may prevent the school from
permitting the filming or recording of some plays and concerts. The school will
always print a reminder in the programme of events where issues of copyright

apply.

e Parents may not film or take photographs in changing rooms or backstage
during school productions, nor in any other circumstances in which
photography or filming may embarrass or upset pupils.

e The school reserves the right to refuse or withdraw permission to film or take
photographs (at a specific event or more generally), from any parent who does not
follow these guidelines.

e The school sometimes records plays and concerts professionally (or engages a
professional photographer or film company to do so), in which case CD, DVD, MP4
or digital copies may be made available to parents for purchase. Parents of pupils
taking part in such plays and concerts will be consulted if it is intended to make
such recordings available more widely.

9. Procedure - Pupil Photography

Pupils are educated about acceptable behaviour when photographing their peers. There
may be incidents where pupils take inappropriate photographs, perhaps showing friends
and other pupils inappropriately dressed. Staff must endeavour to discourage this
practice, as it is open to abuse, but ultimately parents are responsible for monitoring their
child’s use of personal cameras and subsequent use of images involved. Each pupil is
required to sign the DCSF BYOD Policy & Acceptable Use Agreement at the start of each
academic year.

o All pupils are encouraged to look after each other and to report any concerns
about the misuse of technology, or any worrying issues to a member of the pastoral
staff.

e The use of cameras or filming equipment (including on mobile phones) is not
allowed in toilets, washing or changing areas, nor should photography or filming
equipment be used by pupils in a manner that may offend or cause upset.

e The misuse of images, cameras or filming equipment in a way that breaches this
Policy, or the school’s Anti-Bullying Policy, Data Protection Policy, Staff IT Terms
and Conditions of Use and DCSF BYOD Policy & Acceptable Use Agreement (for
Pupils), Safeguarding Policy or the School Rules is always taken seriously, and may
be the subject of disciplinary procedures or dealt with under the relevant
safeguarding policy as appropriate.



10. Cross reference to other Policies and Documents

This policy is linked to the following other policies and documents

School Privacy Notice

Staff Acceptable Use Terms and Conditions
DCSF BYOD Policy & Acceptable Use Agreement
Safeguarding Policy

11. Oversight

Oversight of this policy is undertaken by the Audit Committee of the Governing Body. The
policy will be reviewed annually.

Social Media Image Use & Al Protection Addendum

Durham Cathedral Schools Foundation

Purpose

To protect students, staff, and the wider school community from misuse of images via Al

manipulation technologies, and to ensure all media published on public channels is
managed responsibly and securely.

Scope
This policy addendum applies to:

e Allimages and videos shared on official school platforms (e.g. Facebook, Instagram,
Twitter/X, LinkedIn, YouTube, website, TikTok, and Newsletters)

o Content captured by staff, professional photographers, or third-party partners
representing the school

¢ Any media featuring students or staff that is identifiable

Image Selection Guidelines
To minimise the risk of digital exploitation, we will:

o Prioritise group images or long-distance shots over close-ups. Where close ups
are used watermarks will be added.



o Prefer side profiles, back-facing shots, or images with obstructions (e.g. hats,
motion blur).

e Use illustrations, animations, in place of photos where appropriate.
Image Protection Standards
All images shared online must be processed to include the following protections:
Measure Implementation
Apply discreet but prominent watermark over core face area on all

social media posts
EXIF metadata Embed copyright and contact info in image metadata before upload

School watermark

School website Use the school website where possible as this is all image protected

Platform Access & Privacy
o All official social media accounts must use two-factor authentication.
e Where possible, restrict follower access to verified or approved audiences.
o Disable options for downloading, embedding, or resharing when available.
Monitoring & Reporting
¢ The Marketing & Communications Team will:

o Conduct monthly reverse image searches for social media produced by the
marketing department to detect unauthorised reuse

o Maintain an incident log of any Al-manipulated or misused content from content
produced by the marketing team

o Use alert systems (e.g. Google Alerts, social listening tools) for brand and image
tracking

Permissions & Communication with Parents
¢ Revised media Permissions forms will include:
o Clear explanation of risks around Al manipulation
o Measures taken by the school to mitigate misuse

o Acknowledgement from parents/guardians regarding approved image usage



Risk Assessment: Use of Student and Staff Images on Social Media

Durham Cathedral Schools Foundation
Date: May 2025
Assessor: D.Freeman-Giriffith

Review Due: May 2026

1. Risk Overview

Risk Risk Description

Student photos may be misused by Al tools to create deepfakes,
nudity edits, or altered images, potentially leading to reputational
harm and safeguarding concerns.

Image scraping Publicly posted images can be scraped or downloaded and reused
and unauthorised without permission by malicious actors or for commercial/grooming
use purposes.

Breach of Photo  Images may be shared beyond the scope of parental permission or]
Form permissions without adequate protection, leading to privacy violations.

Al-based image
exploitation

People at Risk
e Pupils (particularly under 18s)_

e Parents and guardians, staff, OD's.

o Staff appearing in published content

e The school's reputation and safeguarding responsibilities

Policy reviewed by

Mike Parker, Director of Admissions & Marketing 15/06/2022
Mike Parker, Director of Admissions & Marketing 22/06/2023
DFG 15.11.24

DFG 13.11.25
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Appendix A
Media Permission Form

| hereby give permission to the use of photographs/videos/interviews taken of my child
by DCSF or the media for the purposes of advertising, marketing fundraising and
development or publicising events, activities, facilities, programmes of DCSF in
newspapers, newsletters, website, other publications, television, radio and other
communications and advertising media.

Media Permission:
Please tick one of the choices below:

|:| Yes, | allow my child to be used for publicity by and for the School (as mentioned in
the Photographs and Photography Policy)

|:| No, | do not want my child to be used for publicity by and for the School (as
mentioned Photographs and Photography Policy)

There may be occasions where a newspaper or magazine article is written about an event,
the success of a sports team or winners of a competition, in these cases the newspaper
or magazine will want to publish photographs with names attached.

| hereby give permission to the use of photographs taken of my child by Newspapers or
magazines to celebrate victories or recognise events to be published with the name of
my child associated with the picture.

Specific Media Permission:

Please tick one of the choices below:

|:| Yes, | allow my child to have their name associated with their photograph in
newspaper or magazine articles (as mentioned Photographs and Photography Policy)

|:| No, | do not want my child to have their name associated with their photograph in
newspaper or magazine articles (as mentioned Photographs and Photography Policy)
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Social Media:
|:| Yes, | allow my child to be used on DCSF social media sites

|:| No, | do not want my child to be used on DCSF social media sites

Printed Name(s) of Child:

Printed Name of Parent or Guardian:

Signature of Parent or Guardian:

Date:

AQAIESS: ovveueeeerrsvsissssesessssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssss

Town: County:

Post Code: COUNTIY: e sessesesssescenans
Telephone: E-mail:

You may withdraw permission at any time in the future, by informing us in writing by
emailing GDPR@dcsf.org.uk subject to the notice* at the bottom of this form.

*Please be aware that objecting as above will not necessarily mean that the School will
not continue to process images of your child that are either necessary for the
administration of the School, or where the School requires it and is otherwise lawfully
entitled to do so. It may not be possible to change printed publications, such as the school
magazine or prospectus, or third party publications (for example where we have placed
an advert or provided an image to a newspaper). Please see our Privacy Notice for
further details.

11


mailto:GDPR@durhamschool.co.uk

